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QUANTUM KEY DISTRIBUTION (QKD)

Infroduction

Quantum Key Distribution (QKD) is a groundbreaking cryptographic technique that leverages
the principles of quantum mechanics to provide a secure method for exchanging cryptographic
keys between two parties. Unlike classical encryption, QKD ensures that any attempt to
eavesdrop on the key exchange process will be detected, thanks to the fundamental laws of
quantum physics. This paper explores the history of QKD, its evolution, current

implementations, and the future of this technology.
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History and Evolution of QKD

The concept of QKD was first proposed in 1984 by Charles Bennett and Gilles Brassard in
what is now known as the BB84 protocol. Their pioneering work was based on the principle of
quantum superposition and the no-cloning theorem, which states that it is impossible to create
an exact copy of an unknown quantum state. This unique characteristic of quantum particles
formed the foundation for the security of QKD.

In the early years, QKD was primarily a theoretical concept, with practical implementations
constrained by technological limitations. However, as advancements in quantum optics and
communication systems developed, the feasibility of real-world QKD systems improved. By
the late 1990s, experimental implementations of QKD began to demonstrate the practicality of
the technology.

One of the first experimental breakthroughs came in 1997 when a team led by Anton Zeilinger
at the University of Vienna successfully demonstrated entanglement-based QKD over a short
distance. This experiment proved that QKD could work beyond laboratory conditions, marking

a major milestone in the evolution of quantum cryptography.

The development of QKD was further accelerated in the early 2000s with a growing interest
from both the academic and commercial sectors. Researchers focused on overcoming key
practical challenges, such as photon loss in optical fibres, limited communication distance, and
integration with existing classical networks. Significant progress was made when companies
like ID Quantique began commercialising QKD technology, turning theoretical research into
viable products. Around this time, governments and large organisations started recognising
the importance of quantum cryptography in safeguarding sensitive communications, especially
in the face of potential threats from quantum computers. This period also saw the launch of
several collaborative research programs, such as the European Union’s Quantum Flagship
initiative, which helped lay the groundwork for future large-scale QKD networks. As a result,
QKD transitioned from a niche research topic into an emerging field with real-world applications

in sectors like finance, defence, and telecommunications.
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Understanding QKD

QKD is a method for securely exchanging cryptographic keys between two parties, commonly
referred to as Alice (the sender) and Bob (the receiver), using the principles of quantum
mechanics. The main advantage of QKD over classical cryptographic key exchange methods
is its ability to detect any eavesdropping attempts. This detection is possible because of the
inherent properties of quantum systems, which are fundamentally different from classical

physics.

The Core Principles Behind QKD

The security of QKD is based on two key principles of quantum mechanics:

Heisenberg’s Uncertainty Principle: This principle states that certain pairs of physical
properties (such as the position and momentum of a particle) cannot both be precisely
measured simultaneously. In the context of QKD, this implies that if an eavesdropper, often
referred to as Eve, attempts to measure the quantum state of a particle (photon) used in the
key distribution process, she will inevitably disturb the system. This disturbance can be
detected by Alice and Bob.

The No-Cloning Theorem: According to quantum mechanics, it is impossible to create an
identical copy of an unknown quantum state. This makes it impossible for Eve to intercept and
replicate the quantum key information without introducing detectable errors into the system.

How QKD Works

The QKD process typically involves sending individual quantum bits, or qubits, encoded onto
photons. These photons are then transmitted between Alice and Bob using a quantum
communication channel, such as a fibre-optic cable or free-space optics (e.g., satellites). The

process of QKD consists of several key steps:
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Key Encoding Using Qubits:

Alice encodes the cryptographic key onto individual photons, which can exist in one of several
quantum states. The most common method for encoding uses polarisation states of photons

(i.e., the direction in which the photon’s electric field oscillates).

In the BB84 protocol, Alice uses two sets of basis states to encode the key: rectilinear
(horizontal/vertical) and diagonal (45°/135°) polarisation. These are non-orthogonal bases,
meaning they cannot be measured with complete accuracy simultaneously, adhering to the

uncertainty principle.

Transmission of Qubits:

Alice transmits the encoded photons through the quantum channel (e.g., an optical fibre) to
Bob. Alongside the quantum channel, a classical communication channel is also used to
exchange information, such as confirming the receipt of the photons and performing post-

processing steps.

Measurement and Key Generation:
Bob measures the incoming photons using a randomly chosen basis (either rectilinear or
diagonal). Due to the uncertainty principle, Bob can only measure a photon correctly if he

chooses the same basis that Alice used to encode it.

After the measurement, Bob records the results but does not yet know which basis Alice used

for encoding.

Basis Reconciliation and Key Sifting:
Once Bob has received all the photons, Alice and Bob communicate over the classical channel
to compare which basis they used for encoding and measuring, respectively. They publicly

reveal the basis choices, but not the actual measurements (which form the key).

For any measurements where Bob used the same basis as Alice, the results will be identical,
and these bits are kept to form part of the shared cryptographic key. Any measurements made

using different bases are discarded in a process called “key sifting”.
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Error Detection and Privacy Amplification:

Alice and Bob will now perform an error-checking process to detect any possible
eavesdropping. By comparing a small subset of the key, they can calculate the error rate. A
high error rate could indicate that Eve has attempted to eavesdrop, as her actions would

introduce detectable disturbances in the quantum states.

If the error rate is acceptably low, Alice and Bob proceed to privacy amplification, a process
that strengthens the final key by removing any possible information Eve might have gained.

This results in a shorter but more secure key.

Key Usage:

After completing the above steps, Alice and Bob now share a secret cryptographic key, which
can be used for secure communication, typically through symmetric encryption algorithms like
AES (Advanced Encryption Standard).

Example of BB84 Protocol in Action

To clarify the working of QKD, consider a simple example using the BB84 protocol:

Step 1: Alice’s Preparation: Alice randomly generates a sequence of bits (e.g., 1101) and
encodes these onto individual photons using one of two polarisation bases (rectilinear or
diagonal). For instance:

e For“1”, she may use a vertically polarised photon.
e For “0”, she may use a horizontally polarised photon, or for diagonal states, a photon polarised at
45° or 135°.

Step 2: Bob’s Measurement: Bob receives these photons and randomly chooses a basis
(either rectilinear or diagonal) to measure them. Since he doesn’t know which basis Alice used,

some of his measurements will match her encoding, and some will not.

Step 3: Basis Comparison: Alice and Bob then communicate over the classical channel to
compare their basis choices. For the positions where their bases match, Bob’s measurement

will correspond exactly to Alice’s encoding.
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Step 4: Key Generation: After discarding the mismatched bits, Alice and Bob use the

remaining bits to form the cryptographic key. For example, if Alice’s bit sequence was 1101,
and Bob’s measurements aligned with Alice’s encoding for the first, second, and fourth bits,
their shared key could be 101.

Eavesdropping Detection in QKD

Eavesdropping, or “man-in-the-middle” attacks, are detected in QKD due to the nature of
quantum measurement. If Eve attempts to intercept the quantum key exchange by measuring
the photons and resending them to Bob, she will inevitably introduce errors in the process.
This is because Eve cannot know in advance which basis Alice used to encode the photons,

and her incorrect guesses will disturb the quantum states.

Bob and Alice can detect this disturbance during the error-checking phase, as Eve’s actions
will lead to an elevated error rate. If the error rate exceeds a certain threshold, Alice and Bob
will abort the key exchange and try again later.

Security of QKD

The security of QKD is provably guaranteed by the laws of quantum mechanics. Unlike
classical cryptographic systems, which rely on the computational difficulty of certain
mathematical problems (like factoring large numbers), QKD does not depend on the
capabilities of any computational device. As a result, it is secure against any potential future
advances in quantum computing, which threatens many traditional cryptographic systems. The
ability of QKD to detect eavesdropping ensures that the key remains secure as long as any
interception is promptly identified.

This quantum-secured method is why QKD is often considered “future-proof’ in terms of
cryptographic security, making it a highly sought-after technology in sensitive industries and

for government communications.

https://ianloe.com




October 2024 g AZ/( Zﬂ&

Key Players in the Development of QKD

QKD has attracted significant attention from academic institutions, government bodies, and
commercial entities. These players are contributing to the research, development, and
deployment of QKD across various sectors. In this section, we will explore the key players in
QKD, including their contributions and the impact they have had on the technology's evolution
and adoption.

ID Quantique (IDQ)

(/ﬁ ID Quantique, headquartered in Geneva, Switzerland, is one of the pioneers in
IDQ the commercialisation of QKD. Founded in 2001, IDQ has been at the forefront of
developing quantum-safe security solutions, including quantum random number generators
(QRNGs) and QKD systems.

IDQ's QKD systems are widely used in the finance, government, and defence sectors to
ensure the highest level of security for critical communications. The company developed the
world’s first commercially available QKD system and has remained a leader in deploying QKD

in practical, real-world networks.

Notable Achievements:
« |ID Quantique’s quantum-safe solutions have been integrated into Switzerland's
financial infrastructure, providing secure communication for banking transactions.
o The company is a key partner in the European Quantum Flagship initiative, contributing

to research and standardisation of quantum communication technologies.

Collaborations: IDQ has worked closely with government bodies, such as the Swiss Armed
Forces, and major tech companies like SK Telecom to advance QKD technology. lIts
collaboration with SK Telecom helped to integrate QKD into 5G mobile networks, a major step

toward quantum-secured communications in everyday infrastructure.
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Toshiba Europe

Toshiba has been a significant player in the development of QKD, particularly in
TOSHIBA terms of long-distance QKD and the commercialisation of the technology. The
company’s research team at Toshiba Europe’s Cambridge Research Laboratory

has made key breakthroughs in quantum communication over fibre-optic networks.

Toshiba’s work focuses on practical QKD implementations, with a strong emphasis on
overcoming the challenges associated with long-distance transmission. The company has
developed a robust QKD platform capable of operating over metropolitan distances and

standard telecom infrastructure.

Notable Achievements:

e In 2018, Toshiba demonstrated a QKD system that could operate over fibre-optic cables
spanning more than 400 kilometres, a major milestone in extending the range of QKD
beyond the limits of early implementations.

« The company has successfully conducted field trials of QKD in cities like Tokyo and

London, achieving secure key exchange over metropolitan networks.

Collaborations: Toshiba has partnered with telecom companies such as BT and Telefonica
to test QKD in real-world conditions, particularly in integrating it with classical communication
networks. Toshiba's work is crucial for ensuring that QKD can scale to meet the demands of
large infrastructure projects like smart cities and secure communication networks for

government and defence.
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QuantumCTek

(’» QuantumCTek, based in China, is one of the leading companies in the

semy  development and commercialisation of quantum communication technology, with

QuantumCTek

a particular focus on QKD. QuantumCTek has been instrumental in advancing
China’s national quantum communication infrastructure, making the country a global leader in
the field.

QuantumCTek has developed and deployed QKD solutions across various sectors, including
finance, defense, and energy. The company plays a crucial role in building China’s quantum
communication networks, including both terrestrial and satellite-based QKD.

Notable Achievements:

e In 2016, QuantumCTek collaborated with the Chinese government on the development
and operation of the Beijing-Shanghai Quantum Communication Network, a 2,000-
kilometer QKD-enabled network that connects financial institutions and government
bodies.

e QuantumCTek was also involved in the Micius satellite project, which successfully
demonstrated QKD via satellite, enabling secure communications over long distances.

Collaborations: QuantumCTek works closely with government agencies, universities, and
international partners to expand China’s quantum communication capabilities. The company
is a key player in China’s efforts to develop a nationwide quantum network, a move that
positions China at the forefront of the global quantum race.
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The Chinese Government and CAS

The Chinese government has emerged as a major force in the advancement of

QKD, with massive investments in quantum communication and cryptography

infrastructure. The Chinese Academy of Sciences (CAS) has been at the heart
of China’s efforts, overseeing a range of projects that aim to cement China’s leadership in
quantum technologies.

China’s investments have focused on creating large-scale QKD networks and launching
quantum communication satellites. These efforts are part of China’s broader national strategy
to build quantum-secure communication infrastructure that can protect state and military

communications.

Notable Achievements:

e In 2016, China launched the Micius Satellite, the world’s first quantum communication
satellite. This satellite successfully demonstrated QKD between two ground stations
located more than 1,200 kilometres apart, a groundbreaking achievement that proved
the feasibility of space-based QKD.

o China has established multiple QKD networks across major cities, including Beijing and
Shanghai, and is working toward creating the world’s first quantum-secure, cross-

continental communication network.

o Collaborations: The Chinese government has collaborated with academic institutions
such as the University of Science and Technology of China (USTC) and industrial
players like QuantumCTek to drive quantum communication research and
development. China's ambitious projects have attracted international attention and have

spurred similar initiatives in other countries.
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European Union and the Quantum Flagship

The European Union (EU) has been investing heavily in quantum technologies
through initiatives like the Quantum Flagship, a 10-year, €1 billion program
O aimed at advancing quantum computing, communication, and sensing. QKD is a

key focus area within the Quantum Flagship.

The EU has been working to establish a pan-European quantum communication
infrastructure, with QKD as a central technology for securing critical communication
networks. The EU is also focused on standardising QKD protocols and integrating them into

existing telecom networks across member states.

Notable Achievements:

o« The Quantum Flagship has supported several projects that are focused on QKD,
including the development of the European Quantum Communication Infrastructure
(EuroQCl), which aims to create a quantum-secured network spanning the entire EU.

« The OpenQKD project, another EU-funded initiative, has set up multiple QKD testbeds
across Europe to trial the technology in real-world conditions and integrate it with

classical networks.

Collaborations: The EU has fostered collaborations between academia, industry, and
government to advance quantum communication. Key partners in the QKD space include
companies like ID Quantique, universities, and national research labs across Europe. These
collaborations are essential for the development of standardised, interoperable QKD systems.
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Defense Advanced Research Projects Agency (DARPA)

The Defense Advanced Research Projects Agency (DARPA) in the United
States has been exploring QKD as part of its broader research into quantum

technologies. As the U.S. government’s central research agency for emerging
technologies, DARPA has invested in QKD for secure military and defence communications.

DARPA’s work on QKD has primarily focused on enhancing the security of national
communications infrastructure, particularly for defence applications. The agency is exploring
both terrestrial and space-based QKD systems, recognising the importance of quantum-

secure communication in protecting national security.

Notable Achievements:
« DARPA has funded multiple projects aimed at developing robust QKD systems that can
operate under real-world conditions, including in military and battlefield environments.
« DARPA has also supported research into integrating QKD with emerging technologies
like quantum computing and quantum sensors, creating a holistic approach to quantum-

secure defence infrastructure.

Collaborations: DARPA works with U.S. universities, defence contractors, and commercial
entities to advance QKD and other quantum technologies. By fostering partnerships between
the public and private sectors, DARPA aims to ensure that the U.S. remains competitive in the

global quantum race.
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National Institute of Standards and Technology (NIST)

The National Institute of Standards and Technology (NIST) in the United
NISI' States plays a key role in the development of cryptographic standards and has

been actively researching quantum-safe cryptography, including QKD.

NIST is focused on standardising the protocols and systems that will be used for QKD,
ensuring that the technology can be widely adopted across industries and sectors. NIST’s
involvement is crucial for integrating QKD into existing national and global communication

infrastructures.

Notable Achievements:

e NIST has been working on the development of security standards for post-quantum
cryptography, recognising that QKD is one of several technologies that will be essential
for securing future communications against quantum threats.

o The institute has also been working with industry partners to evaluate the security and
performance of QKD systems in real-world applications.

Collaborations: NIST collaborates with academic institutions, government bodies, and
commercial entities to create a unified approach to quantum-safe cryptography. By
establishing global standards for QKD, NIST aims to promote the widespread adoption of the

technology across various industries.
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BT (British Telecom)

BT (British Telecom) is one of the telecom providers leading the charge in QKD
development, particularly within the UK. The company has been actively testing
and implementing QKD in its networks, with the goal of providing quantum-secure

communication services to businesses and government institutions.

BT has been testing QKD in large-scale networks, including the UK’s national infrastructure,
to assess its performance, scalability, and integration with classical communication

technologies.

Notable Achievements:
o BT has conducted successful trials of QKD in collaboration with Toshiba, showcasing
the viability of QKD for securing communication networks in urban areas.
o BT is also a key player in the UK’s national quantum strategy, working with government

and industry partners to deploy quantum-secure networks across the country.

Collaborations: BT collaborates with leading academic institutions and technology providers,
including the University of Cambridge and Toshiba, to push the boundaries of QKD. These
partnerships are helping to drive innovation in quantum communication and ensure that the

UK remains a leader in the global quantum landscape.

Together, these key players are driving the development and deployment of QKD across the
globe. Their contributions are shaping the future of secure communication, ensuring that
quantum technologies are integrated into national infrastructures to protect against the
emerging threats of the quantum era. As the technology continues to mature, these
organisations and governments will play a pivotal role in the widespread adoption of QKD,

leading the way toward a more secure future for communication networks worldwide.
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Future of QKD

The future of QKD holds exciting possibilities as technology continues to mature and more
advanced quantum communication infrastructure is developed. Some key trends and future

prospects include:

Integration with Classical Networks: A major challenge for QKD today is its integration with
existing classical communication networks. Future developments aim to create hybrid
networks that combine the advantages of QKD with classical cryptographic methods, ensuring
both security and practicality.

Quantum Repeaters for Long-Distance QKD: One of the primary limitations of QKD today
is the distance over which it can operate effectively. Quantum repeaters, which are currently
under development, promise to extend the range of QKD by enabling the transmission of
quantum keys over much longer distances without signal degradation.

Quantum Internet: The ultimate vision for QKD is its role in the development of a global
quantum internet. In this scenario, QKD would enable secure communications across
continents, connecting quantum computers, sensors, and communication devices in a secure

network resistant to classical and quantum-based hacking attempts.

Post-Quantum Cryptography: As quantum computing continues to advance, it poses a threat
to classical encryption schemes, particularly those based on public-key infrastructure (PKI).
QKD, alongside post-quantum cryptographic algorithms, is seen as a key tool to future-proof

communications against quantum attacks.

Commercialisation and Standardisation: The widespread commercialisation of QKD will
depend on developing industry standards and reducing the costs of implementation.
Organisations like the International Telecommunication Union (ITU) and the European
Telecommunications Standards Institute (ETSI) are working on establishing standards for
QKD to promote its global adoption.
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Conclusion

Quantum Key Distribution is poised to become a critical component of future secure
communication networks, offering unprecedented levels of security based on the laws of
quantum mechanics. From its early theoretical beginnings to real-world implementations in
countries like China, Switzerland, and the U.S., QKD has made significant strides in securing
communications against evolving cyber threats. As technological advancements continue to
address current limitations, QKD will likely play a crucial role in the future of global secure

communications, particularly in the era of quantum computing.

DN:
email=ian@ianloe.net
Date: 2024.09.29
16:00:01 +08'00'

https://ianloe.com



		2024-09-29T16:00:01+0800




